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Start the Norton Internet Security 2011 application and navigate to the Network Settings page. You will
need to select Configure under the Smart Firewall - Advanced Settings

8 setings fo o)

SE“iﬂgS Help & Support »

Computer Settings

Network Settings Use Section Defaults -
Welcome Screen [===___ s} a
Instant Messenger Scan [===___ Wl Configure [+] IEI
Intrusion Prevention === On (2]
Intrusion AutoBlock Configure [+
Intrusion Signatures Configure [+]
Matifications [===___ N}
Exclusion List Purge [+]
Metwork Security Map Purge [+] IEI
Communication Port 31077
Welcome Screen e (O
Smart Firewall = On (2]
Advanced Settings Configure [+]
Program Control Configure [+]
Trust Control Configure [+]
Block All Network Traffic B |Unblocked K] -

Web Settings
Miscellaneous Settings

Parental Controls
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On the advanced settings page select Configure under General Rules.

@| Advanced Settings |:EE

Advanced Settings

Smart Firewall

General Rules Configure [+] (7]
Uncommon Protocols Configure [+] (2]
Firewall Reset Reset[+] (7]
Stealth Blocked Ports s On (2]
Stateful Protocol Filter SN (On |E|
Automatic File/Printer Sharing Control . (On (7]
Automatic Program Control = (On |E|

Automatic Learn IPvE NAT Traversal Traffic . On (7]

Advanced Events Monitoring | Off |E|

Program Caomponent
Program Launch
Command Line Execution
Code Injection

Window Messages
Direct Metwork Access
Active Desktop Change
Key Logger Maonitor
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On the General Rules page you will need to add a new Firewall Rule

@ General Rules

General Rules

These rules determine how the firewall handles connections for all the programs on your computer. Arule that appears above
other rules in the list overrides those rules.

Drefault Allow Specific Inbound ICMP
Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP

Default Allow Inbound ICMP Destination Unreachable
Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP

Default Allow Specific Qutbound ICMP
Allow, Direction: Qutbound, Computer. Any, Communications: Specific, Protocol: ICMP

Default Allow Inbound NetBIOS (Shared Metwoarks)
Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: LDP

Default Block Inpound MetBIOS
Block, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: UDP

Default Allow Inbound NetBIOS Name (Shared Networks) -

View (RETICT SOV
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Set the rule to allow connections that match this rule.

&8/ Add Rule ]

Add Rule

Do you want to block, allow, or monitor a new connection?

(®) Allow: Allow connections that match this rule.

() Block: Do not allow connections that match this rule.
() Meonitor: Log connections that match this rule. This lets you monitor the number of times this rule is used.
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Allow connections from other computers.

@ Add Rule =3

Add Rule

What type of connection do you want to allow?

-y

() Connections to other computers
Type of connection made by most Internet-enabled applications. Also called outbound connections.

= {Connections from other computersi
Type of connection typical of a server application such as a Web server or FTP server. Also called inbound connections.

P!

) Connections to and from other computers
Some applications utilize both type of connections (inbound and outbound).

©Computer Business Solutions, Inc. All Rights Reserved. Page 5



Employee Efficiency through Technology

i W OfficeShield™

Select any computer in the local subnet.

@ Add Rule =3

Add Rule

What computers or sites do you want to allow access to?

() Any computer

») iAny computer in the local subneti

() Onlythe computers and sites listed below:

Type Value
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Set the protocol to Allow TCP and check the radio button to only allow communications that match all
types and ports listed

& Add Rule =

Add Rule

The protocol you want to allow:

TCP

What types of communication, or ports, do you want to allow?

) Alltypes of communication (all ports, local and remote)

|'ie_‘.- Only communications that match all types and ports listed below: |

Add GE

%
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Select port 135 from the list of Known ports and select OK

&l Specify Ports i

Specify Ports

Filter by: Locality:

.

(® Known ports from list @® Local

Ny

() Individually specified ports

Y

) Portrange

i

) Remote

17 uucp-path uucp-path

119 nntp aka usenet, Metwark Mews Transfer Protocol
135 epmap aka loc-srv, DCE endpoint resolution

137 netbios-ns  aka nbname, NETBIOS Name Senvice

139 netbios-ssn  aka nbsession, NETBIOS Session Senvice

143 imap akaimapd4, Internet Message Access Protocol
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Once back at the Add Rule screen your new port should be listed below, select Next

@ Add Rule =3

Add Rule

The protocol you want to allow:

TCP n

What types of communication, or ports, do you want to allow?

() Alltypes of communication (all ports, local and remote)

Pt

() Only communications that match all types and ports listed below:

local epmap (port 135)

Add Remove
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Select next

&8/ Add Rule ]

Add Rule

When a connection matches a rule:

Create a Security History log entry

When packetis from MNAT traversal (e.q. Teredo):

Apply this rule
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Describe the rule so you are able to identify it at a later time. We recommend using OfficeShield or OS

&8/ Add Rule ]

Add Rule

What do you want to call this rule?

This description appears in the Rule Summary list to help you identify this rule:

05
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Click finish to add the new rule

&8/ Add Rule ]

Add Rule

You have created the following rule for Internet communications:

Description:05

Action: Allow

Direction: Inbound
Computer: Local subnet
Communications: Specific
Protocal: TCP

Creating a new general rule will override all application rules, and should only be performed by advanced users or at the
direction of tech support.
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Move the new OfficeShield rule to the top

@ General Rules X

General Rules

These rules determine how the firewall handles connections for all the programs on your computer. Arule that appears above
other rules in the list overrides those rules.

g ¢ ﬁ Default Allow Web Services Discovery (Shared Metworks)

Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: LDP

! [ Default Block Web Services Discovery
[T %‘415% Block, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: UDP, Tracking:
Create a log entry

g ¢ ﬁ Default Allow SSDP (Shared Metworks)
Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: TGP

N [ Default Block SSDP
[T %‘415% Block, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: TCP, Tracking:
Create a log entry

v Beb o
Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: TCP

Add MWodify Remaove Move Up MWove Diown
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Click OK, you have completed your configuration.

@ General Rules X

General Rules

These rules determine how the firewall handles connections for all the programs on your computer. Arule that appears above
other rules in the list overrides those rules.

v Beb o
Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: TCP

g ¢ i Default Allow Specific Inbound ICMP
Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP
gl ﬁ Default Allow Inbound ICMP Destination Unreachable
Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP
7 g > ﬁ Default Allow Specific Qutbound ICMP
' Allow, Direction: Qutbound, Computer: Any, Communications: Specific, Protocol: ICMP

g ¢ ﬁ Drefault Allow Inbound NetBIOS (Shared Metwarks)
Allow, Direction: Inbound, Computer: Local subnet, Communications: Specific, Protocol: UDP

— IE'J..L._EJ__ Default Block Inbound MetBIOS -

Add MWodify Remaove Move Up MWove Diown
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