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OfficeShield™

Employee Efficiency through Technology

Initiate the F-Secure Internet Security 2011 application or respond when prompted and allow the

OfficeShield Client application to run as indicated below.

Ty
F-Secure.? INTERNET SECURITY 2011

| ) System modification attempt

OfficeShield Client
Rating:
Rarity:

—hatshouldbedonel

(11 do not trust the program. Keep it blocked.

DeepGuard has noticed that an program is trying to modify the system
reqgistry or the startup, which is potentially dangerous. The program is:

Send a sample to F-Secure. .,
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After the install reboot your PC and allow the new server application when prompted:

“ OfficeShield™

" Employee Efficiency through Technology

Ty
F-Secure.? INTERNET SECURITY 2011

An application tried to act as an Internet server,

/4 B ! rOfficeShield Module

We recommend that you deny server rights from applications that do not need to

[¥]| Do not show this dislog for this program again;

-
P
\ | New server application
=
i 4
What should be done?
receive incoming connections.
[ b |
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Follow the steps to create services as documented on the following pages:

Computer | _.
: —— Firewall
Metwork connections [
R (7] Tum on Frewal

Application control . ) .

Intrusion prevention [ Rules I Services Activity [ Settings |

Dial-up contral

. e

Logging MName Used in rule il
Internet (w) Adid shivers - Trojan D
Other settings (v All IP traffic All outbound, Deny rest

- Asheron's Call

Authentication Header Protocol
Back Construction, Blade Runner, ...
Back Orifice RAT

Backweb NeighbourCast control pr...
Backweb Polite Protocol (UDP)
Backweb v.6 Polite Protocol

Bagle.C Worm Probe

Bagle.¥ Worm probe

BioMet - Trojan

-

Details... | Add...

Remove |
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Add a new service for TCP and edit the port ranges as shown below

%= Add new service

- Service details

Mame: 05 TCP

Protocol; TCP(&) -

Initiator ports: | | [ Edit... ]
Responder ports: | | [ Edit... ]

[] allow broadcasts
[] allow multicasts
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Add the port range shown below

% Add port/range

v

- PortfRange
i) Single:
(@ Range: 0 - 5535
Add to list
- Port list
| Remove |
- o
[ o | o= ] |

OfficeShield™

Employee Efficiency through Technology
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Also add the single ports 135, 139, 445, 4566:

% Add port/range

- PortfRange

@ single:

71 Range: -

Add to list

-Port list

135
138
445
4566

| Remove |

©Computer Business Solutions, Inc. All Rights Reserved. Page 6



Improved
Efficiency

Select OK to save your changes

3

- Service details

Mame: 05 TCP
Protocol: TCP(B) -
Initiator ports: | 065535 [ Edit..
Responder ports: | 135,4566,139,445 | l Edit...
[] allow broadcasts
[] allow multicasts
|| concel

OfficeShield™

Employee Efficiency through Technology
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Create a second service for UDP and edit the ports:

y T
= Add new service X
- Service details
Mame: 05 UDpP
Protocol: LUDP{17) -
Initiator ports: | [ Edit... ]
Responder ports: | Edit...
Allow broadcasts
Allow multicasts
T
k. -
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Add the port range shown below:

% Add port/range

v

- PortfRange
i) Single:
(@ Range: 0 - | 5535
| Addtolist
- Port list
| Remove |
- e
o | concel |
y

OfficeShield™
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Also add the single ports 137 and 138:

% Add port/range

- PortfRange
@ single: 133
71 Range: -
Add to list
- Port list
137
[ Eemove ]
.
[ o | conedl |
y
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Check the boxes to allow broadcasts and allow multicasts

% Service details

- Service details

v

Mame; 05 UDP
Protocal: LUDP{17) -
Initiator ports: | 065535 [ Edit.,
Fesponder ports: | 137,138 | | Edit...
Allow broadcasts
Allow multicasts
o« [ conce
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Add a firewall rule as shown below:

“ OfficeShield™

" Employee Efficiency through Technology

Computer

|:;ul;:|

Metwork connections

I::ﬂ::l

Application control

Firewall

R ¥ Tum on Frewl

Intrusion prevention Rules | Services [ Activity [ Settings |
Dial-up control
Logging Current firewall profile: [Nmmal - ]
Internet (v
— In use MName Type Remote host
Other settings ()
= Active FTP W 0.0.0.0/0,::/0
Outbound TCP and UDP traffic v 0.0.0.0/0,::/0
Commonly needed ICMP messages v 0.0.0.0/0
Commonly needed ICMPvE messages v w0
Your rules will be added here
Deny inbound computer browsing a... X 0.0.0.0/0,::/0
Block remote access to vulnerable lo,,, X 0.0.0.0/0,::/0
Deny rest x 0.0.0.0/0,::/0
Details. .. [ Add... ] Remove |
[ o || conce |
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Name the rule and select Allow

= Firevall rule

Rule details Step 1/5

Select name and type for this rule.

With a rule, network traffic can be either allowed or denied.

o

Mame: 0S5

Type: @ Allow

() Deny

Lise this rule only with dial-up connection

)
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Select the Any IP address range for this rule and click next:

= Frewall rule X
Rule details Step 2/5
Select IP address or IP address range for this rule.

A rule can apply to all IP addresses or to specfic addresses,
IP address range: @ Any IF address:
() Any IPv4 address
) Any IPv6S address
() Custom: Edit...
Help < Previous ]l [ Mext = ] |[ Cancel
e >
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Edit the services we created OS TCP, OS UDP and ICMP and set direction to both ways:

_ —
"= Firevall rule X

Rule details Step 3/5

Select services for this rule,

To change service direction, dick on the direction column,

=
Directian Service i
ICMP / Internet Control Message Protocol D
05 TCP
Q5 LUDP

|

Acid shivers - Trojan

Asheron's Call

Authentication Header Protocol

Back Construction, Blade Runner, Daly Trojan, Fore...
Back Orifice RAT

L T PYRRT S N S N PP Y S S ey e |

10000

=

< Previous I Mext = I |[ Cancel
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Select no alert when prompted to select an alert type:

= Firevall rule

Rule details Step 4/5

Select alerting type.

The alerting type defines whether the alert is only logged or also shown as a
pop-up. The alert text is shown in the log and pop-up.

Alert type: @ Mo alert

0 Log

{2 Log and pop-up
Alert text: 0s

<previous | | Next > | cancel
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Review your rules and select Finish. You have completed the configuration.

y T
= Firewall rule X
Rule details Step 5/5
Chedk the rule summary.
Mame: 05
Type: Allow
Remote address: 0.0.0.0/0,::/0
Services: -
SrieEs Service Direction
Qs TCP both
05 UDP both
Alerting: Mo alert
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