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Initiate the AVG Internet Security Application and navigate to the Firewall Settings page. On the

application information page select Add to setup a rule for OfficeShield.

¥ Firewall Settings

=0 Eol =<

General

Security

Areas and Adapters profiles

1Ds

Logs

i=| Profiles

_Q Directly connected to the In
L—"_Ig Computer within domain
i A Defined netwarks

Applications information

The list displays applications installed on this computer that might need to communicate
over the netwaork. Each application can be assigned a specific rule for communication
over networks: allow [ block / ask for permission. You can apply advanced rules.

List of applications

=k Applimtions
aj Priority Application Application name | Action Path Add
-3 8 AVG IDS applicatiol Priority Application Rules ## Advanced ... SYSTEM _
1M AVG Installer Appli{ | #F AVG IDS application ] Allow foral  C:\PROGRA =
QU AVG Watchdog Se| | | 4 a6 Installer Application & Allow foral  C:\PROGR? -
kE Generic HoSLProce | | ug s viatchdog Servi &1 Alow foral  C:\PROGRA o
-4k Generic Host Proce . cnaog —envice o AlowTar e e
-4 Local Security Autt Gener!c Host Process ?_II Advanced ... C:\andnw
“'"&jﬂ Microsoft Winlogon Generic Host Process (2) g_:::l Advanced ... C:\Window
-~ Services and contr Local Security Authority Service g3 Advanced ... C:\Window
-{i]  Other Applications 1B Microsoft Winlogon £+ Advanced ... C\Window
""" % System services Servicas and controller app 4 Advanced ... C:\window
e 2 small home or office networl Other Applications Rules 21 Ask SYSTEM
4 LI I
4 | 1 I
%) Help oK Cancel Apply
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Select the Path drill down button highlighted below

o Firewall Settings =3 ESR 5
Page actions
Back to the list | | Delete this nule |
Application basic information

- Profi withi i

g Directly connected to the In rofile Computer within domain

Eg Computer within domain Path

- 4 Defined netwaorks
1

=| Applications Mame Mew application
-4  Priority Application
-3 8 AVG IDS applicatiol
- AVG Installer Appli( | Appiication action
0.1' AVG Watchdog Se
~4F  Generic Host Proce & Allow for all
-4  Generic Host Proce
-3¢l Local Security Autt
~i6 8 Microsoft Winlogon
-4  Services and contr
~{3]  New application
-] Other Applications
----- {%' System services

EII---_g Small home or office networl

Description

4 1 | 3
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Navigate to the path shown and select KWMAIN.EXE

' Firewall Settings

=N ECR >

Logs
Profiles
_Q Directly connected to the In
Eg Computer within domain
=, Defined networks
=-f Applications
-4&  Priority Application
-3 8 AVG IDS applicatiol
-8 AVG Installer Applic
-3 /8 AVG Watchdog Se
-4k Generic Host Proce
-4%]  Generic Host Proce
4@ Internet Explorer
-4k Local Security Autt
-4l Microsoft Winlogon
—4#l  Services and contn
-4y  O5Client
-z Other Applications
----- EJ System services
EZI---Q Small home or office networl

4 1 | 3

Page actions

Back to the list | |

Delete this nule |

Application basic information

Profile Cornputer within dormain
Path CAWINDOWS\SYSTEM3 2\ KWMAIN.EXE
Name 05Client

Description

Application action
| &1 Alow for al -

[ILog rule occurrences
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You will need to allow Incoming Ping for all

o Firewall Settings =3 ESR 5
General .
= | Security System services and protocols
: Areas and Adapters profiles The list displays most of Windows system services. System
10s services can be assigned simple rules for network [...]
Logs
Profiles List of system services and protocols
2 Directly connected to the In
B computer within domain Log rule actior~ | Systemn services and protocols Action oy
% Small home or office networl O DHCP &1 Block -
E-2a Block_all_0S O DNS Client &1 Block =
s 4 Defined networks ) ; ) .
=-E] Applications O MS Printer and File Sharing 2] Block
4% Priority Application O ICMPv4 Diagnostics ﬂ.‘l Block
3]  Host Process forw| | O ICMPv6 Diagnostics @] Block
& Internet Explorer [l g Ping ;
£ 05Clent ] Remote Desktop server Block
. _-@l  Other Applications O Ident service 5] Block -
.- 42| System services 4| m | b
User defined system rules
Manage user system rules
Here you can add your systemn rule
Log unknown traffic
[[]Log unknown incoming traffic
- o D Log unknown outgoing traffic
7)  Hebp DK ‘ ‘ Cancel | ‘ Apply
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You will need to also allow MS Printer and File Sharing for all

o Firewall Settings =3 ESR 5
General .
=| Security System services and protocols
= Areas and Adapters profiles The list displays most of Windows system services. System
10s services can be assigned simple rules for network [...]
Logs
Profiles List of system services and protocols
2 Directly connected to the In
B computer within domain Log rule actior~ | Systemn services and protocols Action oy
% Small horne or office networl O ICMPw6 Muliicast Router Termination &1 Block E
=4 Block_all_0S O ICMP w4 Host Unreachable & Block
s 4 Defined networks O DHCP & Block
- | Applications . ne
. f  Priority Application O DNS Client @ Block
43  Host Process for W O - MS Printer and File Sharing Lea] Allow for al
& Internet Explorer O ICMPv4 Diagnostics &1 Block
] 0SClent O ICMPVE Diagnostics & Block
__I"B-'j Other Applications O Incorming Ping &1 Allow for al -
.- 42| System services 4| m | b

User defined system rules

Manage user system rules

Here you can add your systemn rule
Log unknown traffic

[[]Log unknown incoming traffic
Log unknown outgoing traffic
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And finally, allow Peer Name Resolution Protocol for all. You have completed your configuration.

o Firewall Settings =3 ESR 5
General .
=| Security System services and protocols
= Areas and Adapters profiles The list displays most of Windows system services. System
10s services can be assigned simple rules for network [...]
Logs
Profiles List of system services and protocols
2 Directly connected to the In
B computer within domain Log rule actior~ | Systemn services and protocols Action ol
% Small home or office networl O Windows 7 Homegroup QJ Block =
= iﬁﬁﬁ?!ﬁﬁtwom mi | Peer Name Resolution Protocol [+1] Allow for all
B = Applications O Web Services Dynamnic Discovery & Block
,ﬁ_‘j Priority Application | ICMPv6 Mullticast Router Termination & Block
3]  Host Process forw| | O ICMP v4 Host Unreachable @ Block
& Internet Explorer O DHCP &1 Block
43 0sClient O DMS Client @] Block
S & Other Applications O MS Printer and File Sharing &1 Allow for al -
.- 42| System services 4| m | b

User defined system rules

Manage user system rules

Here you can add your systemn rule
Log unknown traffic

[[]Log unknown incoming traffic
Log unknown outgoing traffic
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